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SLT Al Privacy Summary

A simple guide for school leaders

Your data is safe with us

We don't share your school data with anyone except the secure Al providers we need to
make our tools work. Your conversations, documents, and school information stay private.

We don't use your data to train Al models. Nothing you enter into SLT Al will be used to
improve Al systems or shared with other schools.

What we collect and why

= Contact details - to set up your account and communicate with you

=  Schoolinformation - to personalise the tools for your context

= Usage data - to keep the platform running smoothly and provide support

= Al queries - the questions you ask and responses you receive (kept secure and private
for up to 30 days to help us resolve any technical issues or concerns you may have)

We only collect what we need to provide you with the SLT Al service.

Where your data goes
Your data is processed by:

=  SLT Al (UK-based company, registered with the ICO)

= Secure Al providers (OpenAl, Anthropic, Google, and Mistral Al) - only to generate
responses to your queries

= Essential service providers (website hosting, payment processing, email
communications)

All our partners are bound by strict data protection agreements and cannot use your data for
their own purposes.

Your rights and control

= Access - you can see what data we hold about you

= Delete - you can ask us to delete your data at any time

=  Withdraw consent - you can stop us processing your data

= Complain - contact our Data Protection Officer at info@sltai.co.uk

Schools remain in control of their data and can exercise these rights on behalf of their staff.
Data protection compliance

UK GDPR compliant - we follow all UK data protection laws

ICO registered - registration number ZB378294

Secure hosting - all data stored in the UK with enterprise-grade security
Regular audits - we review our practices to maintain high standards

Key commitments
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We will never:

€ Sellyour data to third parties

€ Use your school data to train Al models

€ Share your content with other schools or organisations
€ Keep your data longer than necessary

We will always:

Be transparent about how we use your data

Protect your data with appropriate security measures
Respect your rights under UK data protection law
Support you with any privacy questions or concerns

Questions?
Contact our Data Protection Officer: info@sltai.co.uk

This summary covers the key points. For full details, please read the complete Data Processing
Agreement that follows.
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Managing Privacy and Personal Data

This guide is about where and how SLT Al uses your data — and these are your instructions to us.
This is generally based around the GDPR in UK. We have tried not to use too much legal
language, but sometimes we may need to point to particular things. For example, if we say ‘you’
or ‘your’, we will mean your organisation as the Data Controller. If we say ‘we’, ‘us’, ‘our’ or ‘SLT
Al’, we mean SLT Al as the Data Processor.

Types of data we collect to use
e Contact details
¢ Information that identifies users
¢ Information about devices and activities
e Information on how your users use SLT Al

e Auditinformation about your SLT Al

How we use your data
o To maintain a consistent audit trail of activities and actions
e Tokeep SLT Al running and improve the existing service and tools.

e Togive personalised customer support.

Sub-processors and partners who process your data
SLT Al uses the following services to help us store and process your data on our behalf:

e Infrastructure: SiteGround, Cloudflare

e Al Services: OpenAl, Anthropic, Google, Mistral
e Payments: Stripe

e Analytics: Google Analytics

e Comms: M365, Brevo

We use cookies

o We use only necessary cookies to run and improve the service.

e We use only necessary cookies to run and improve how we manage our customer
relationship with you.

e Our partners/sub-processors use cookies too, which they control.

¢ You can turn off cookies but this will mean, for example, that we can’t recognise you in
in-app functions or we can’t resolve issues so efficiently.
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When and how we collect data

We collect and process data in a number of ways. The table/infographic below highlights these
and where the data is processed

Data You (the Data We
. Data Users
organisation) Provide (SLT Al)
Provide Collect
v You create staff accounts and roles
v v v When users access, create and run Al tasks
v When you receive emails/notifications from
us
v v When we receive support requests
v v v When we monitor device information,
activities and changes
v v When changes or updates are made to the
configuration of SLT Al

Helping you support user rights

Your staff and users have rights under UK data protection law (like the right to see their data,
correct it, or delete it). You're responsible for handling these requests, but we'll help you.

How we help: If someone asks to see, change, or delete their data, we'll help you respond. Just
send us a written request and we'll

e Provide the information or make the changes within 5 working days (or sooner if urgent)

e Giveyou access to the data you need

e Helpin any other reasonable way
If someone contacts us directly:

e We'll forward their request to you

o We won'trespond to them unless you tell us to
We help with all rights including:

e Accesstodata

e Correcting data

o Deleting data

e Restricting how data is used

e Moving data to another service

e Objecting to processing

If you have any concerns about your data’s privacy at SLT Al, please get in touch via our contact
form, email us at info@sltai.co.uk.
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Helping you meet your legal obligations
We'll help you comply with UK data protection law, including:
Data protection impact assessments: If you need to do one, we'll provide information about:
e Our security measures
e Who our sub-processors are
e Where data goes
e Anything else you reasonably need

Data breaches: We'll help you work out if you need to report a breach to the Information
Commissioner's Office or tell the affected people.

Other compliance requirements: We'll provide reasonable assistance with any other data
protection obligations.

(We may charge for extensive assistance beyond our standard service, except where it relates
to our own security incident.)

The SLT Al Data Processing Agreement

Our role in your privacy

This Data Processing Agreement is part of your contract with us. If you're a SLT Al customer,
subscriber, or trialling our platform, this agreement applies to you.

This agreement is legally binding and forms part of our Terms and Conditions. It sets out:
¢ What we do with your data (we're the 'Data Processor')
¢ Whatyou need to do with your data (you're the 'Data Controller')
e How we both follow UK data protection law

Who this agreement applies to:

When we say "you" or "your" in this agreement, we mean: -

= For school/organisational subscriptions: The organisation (school, trust, local
authority) that has purchased or is trialling SLT Al. You are acting as the Data Controller
for your organisation's data.

= Forindividual subscriptions: You as the individual subscriber. You are acting as the
Data Controller for any personal data you process through SLT Al.

If you are a member of staff using SLT Al provided by your school, your organisation is the Data
Controller and this agreement applies between us and your organisation.

See "What if | am just using SLT Al as a user?" below for more information.

Our responsibilities
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If you are a registered customer or using a trial, we act as the ‘Data Processor’ of personal data.
This means that we provide you with a service that allows you to process personal data based
on the purpose and means that you have decided on. We are registered with the UK Information
Commissioner’s Office under number ZB378294. We also provide you with all details of who we
work with, technical and security information and how you can make checks to ensure we are
meeting our requirements against both this agreement and any relevant laws.

As part of our responsibilities as a Data Processor:

o We ensure that all our staff and representatives who process your data are subject to
appropriate confidentiality obligations.

e We commit to assisting you in meeting your UK GDPR obligations regarding the security
of processing, notification of personal data breaches in a timely manner, and
conducting data protection impact assessments where required.

o We will submit to audits and inspections by you or your appointed auditors, and provide
you with all information necessary to demonstrate compliance with our data processing
obligations under this agreement and UK GDPR.

o We will assist you in responding to data subject access requests and in enabling data
subjects to exercise their rights under UK GDPR, including rights of access,
rectification, erasure, restriction of processing, data portability, and objection to
processing.

o We will ensure that any transfers of personal data to sub-processors located outside
the UK have appropriate safeguards in place as required by UK GDPR, including but not
limited to standard contractual clauses or adequacy decisions.

As you have entrusted us to provide a service to you which processes personal data, we want to
help you with your need to show that you are looking after the personal data too. This
agreement is designed to help with your risk assessments and our commitment to supporting
you with any audits or inspections you are involved in.

As part of this agreement, we will provide clear information together with linked documents, be
available to discuss and work through any questions you have, provide information about our
partners who we use to process your data, and give guidance to help you take a privacy-first
approach with our tools.

Your responsibilities

e Read this Data Processing Agreement.

e Check any contract or Terms of Service between us or any other document we have
asked you to look at, as these may also have specific information that you want.

e You have reviewed the most appropriate use of SLT Al in your school and considered its
impact on privacy

Following your instructions
We only process your data based on your written instructions. Your instructions to us are:
e This agreement

e OurTerms and Conditions
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o Any other written instructions you give us

We won't use your data for anything else unless UK law requires us to (and if that happens,
we'll tell you first unless the law says we can't).

If you ask us to do something that we think breaks UK data protection law, we'll let you know
straightaway.

What if  am just using SLT Al as a user (such as a member of staff)?

If you are signing into SLT Al because it is provided to you through your organisation (that is to
say, the organisation is the Data Controller and we are the Data Processor), then this document
will help you better understand how SLT Al handles your information on behalf of your
organisation. In addition, your organisation will be able to explain more through things such as
their Privacy Notice. You should be able to find this on your organisation’s website, handbook
or guides.

When and how we collect data

From the first moment your users and devices interact with SLT Al, we are collecting data.
Sometimes users provide us with data, sometimes your organisation provides us with data and
sometimes data about users and devices is collected automatically.

Here’s when and how this is done:

Data You (the Data Users Data We
organisation) Provide (SLT Al
Provide Collect
v You create staff accounts and roles
4 v 4 When users access, create and run Al tasks
v When you receive emails/notifications from
us
v v When we receive support requests
4 v 4 When we monitor device information,
activities and changes
v v When changes or updates are made to the
configuration of SLT Al

What types of data we collect
Contact details

Your name, email address, organisation details.
Technical data that identifies you

Your IP address, login information, browser type, time zone setting, browser plug-in types,
geolocation information about where you might be, the device you are using, operating system
and version, applications installed and used, websites accessed.

Data on how SLT Al is accessed or changes made

Information on access to the portal, changes to roles/users, an audit trail for any configuration
changes and who made them.
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What about really sensitive data?

Given the nature of SLT Al's tools — particularly those relating to behaviour, SEND, and EHCP
drafting — we recognise that users may enter information that could constitute special
category data. The platform will technically process whatever information a user enters.
However, the decision to input such data, the associated lawful basis, and any additional
safeguards required remain the responsibility of the school as Data Controller. Our obligations
under this DPA and UK GDPR apply in full regardless of the category of data processed.

What about children’s data?
Any use of Al tools with children’s data should follow the guidance set out by the DfE.
What this agreement covers

o What we're processing: Your staff contact details, how people use SLT Al, the
questions asked and responses given, and technical information about devices and
access.

o How long this lasts: This agreement starts when you activate your account and
continues until 30 days after your subscription ends (or until we've deleted or returned
all your data).

e What we're doing: Providing you with cloud-based Al tools for school leadership and
management.

o Whywe're doing it: So you can use our Al tools for whatever school leadership tasks
you decide.

How and why we collect your data

Data protection law means that we can only use your data for certain reasons, where instructed
by the organisation and where they have a lawful basis to do so, or where we are required to use
it with relevant authorities. As part of the building of SLT Al, we have taken this into account and
these are the areas we have identified and are likely to be used by your organisation. Where
there are differences to our normal list, it is because your organisation has identified something
differently, which you can do as Data Controller.

Giving you SLT Al and all relevant resources

This means making sure that SLT Al gives you all the available tools. This includes access to
resources, interactions between teachers and helping you get assistance.

Potential Lawful basis for this data usage: Public Task.

Improving SLT Al

This means making sure that SLT Al is the right tool for you and works as you need it to,
including any improvements needed to make sure it continues to be the right tool. This will
include technical support and analytical information.

This may also mean taking personal data and anonymising it so that when different people
within SLT Al use it, we have protected it as much as we can.

Potential Lawful basis for this data usage: Public Task.
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Here is what each of the “lawful bases” means:

Public Task

This states:

“...processing is necessary for the performance of a task carried out in the public interest orin
the exercise of official authority vested in the controller”

This means that the organisation, as a public authority, has many things it does with children’s
personal data. It has to do these things as it has been told that it needs to do it (by laws,
regulations or statutory guidance) or it does the task as it is in the best interest of the children.
This can also include the management of the organisation and its staff, but careful
consideration is needed for this.

Substantial Public Interest
This states:

“...processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the
right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject...”

This means that the organisation has taken extra measures to ensure that any information is
safe (including having the appropriate policy documents). It also means that the organisation
has taken the approach that the use of any ‘sensitive data’ is part of its work on safeguarding
children and helping to identify and work with any who are at risk.

Other Lawful Bases

It may be that your organisation has decided it cannot use Public Task. This could be for a
variety of reasons. If your organisation is an independent school, then it may be that you are
using Legitimate Interest as a reason.

Other options are available and the schools or organisations will have checked to see which is
most appropriate, including anything needed to keep things safe.

Your privacy choices and rights (information for end-users)

We also want to help you be transparent with your data subjects. It is possible to use the initial
summary with your data subjects to help them understand how we process data on your
behalf. It may be that you also need to provide additional information on rights and choices. We
include the additional information that may support this. This is not specifically a part of

the Agreement, but additional helpful information.

You have various rights about your personal data. These are all managed directly by your
organisation and any questions about the rights would normally be dealt with by the
organisation. These may vary, depending on the lawful bases mentioned in the previous
section and the country you are in.
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Your Choices

We will only use the personal data you and your organisation give us. Where we have been
given personal data by your organisation and instructions on what to do with it, giving us more
personal data will depend on what your organisation says is needed. We will only use what has
been provided.

Turning off cookies in your browser by changing its settings. There are various settings in
your web browser that you can use to block or refuse cookies. You can also delete cookies
through your browser settings as well. However, if you do delete cookies some of SLT Al may
not work. We have already mentioned that we collect some information about your computer
and how you use SLT Al, and any cookies we use really are needed.

No need to ask us not to use your data for marketing. Any information you provide to us or
that you create when you use SLT Al is only ever used as part of giving you SLT Al. We do not
use it for any marketing or anything else.

Your Rights

Please have a look at your organisation’s Privacy Notice or equivalent for how you can exercise
your rights.

How we keep your data secure?

We must - and we do - put in place appropriate security measures to protect your data. This
includes:

e Encryption of data

e Making sure our systems stay secure and available

e Being able to restore access quickly if something goes wrong
e Regular testing of our security

We take into account the risks of things like data being lost, changed, or accessed by
unauthorised people.

Everyone who works for us and has access to your data:
¢ Knows it's confidential
e Has been trained on data protection
e Has signed confidentiality agreements

We can provide more details about our security measures on request, but we don't publish
everything publicly (for security reasons).

Where do we store and process your data?
Most of your data stays in the UK:

e Processed at our offices in Warwickshire

e Hosted by Siteground in the UK
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One partner processes data in the EU:

e Mistral Al (France) - This is fine under UK law because the UK recognises EU data
protection as adequate

If we use any new partners outside the UK/EU:

e We'll use Standard Contractual Clauses (approved by the UK Information
Commissioner's Office), or

e Only use partnersin countries the UK has approved, or

e Use other legally approved methods

What happens to your data when you leave
When your subscription ends:

e AllAl prompts and responses are automatically deleted after 30 days (this applies
during and after your subscription — prompts are retained only for quality assurance
purposes)

e Account-level data (hame, email, school, subscription details) will be automatically
deleted within 30 days of contract termination unless you request earlier deletion or we
are required by law to retain it

e You may request return of your data in a common electronic format (CSV or JSON)
within 30 days of ending your subscription, after which we will delete our copies

Backups: We keep backups for 30 days. After that, they're permanently and securely deleted.

If something goes wrong

If there's a data breach involving your data, we'll tell you within 24 hours. We'll explain:
e What's happened
¢ Who to contact for more information
o Whatthe consequences might be
¢ Whatwe're doing to fix it and prevent it happening again

If we don't have all the information immediately, we'll tell you what we know and update you as
we find out more.

We'll work with you to investigate and sort out any breach.

Partners (sub-processors) who process your data

Any company we use to help process your data is called a 'sub-processor'. Here's how we
manage them:

You're giving us permission to use the partners listed below to process your data.

We make sure they're safe:
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e Each sub-processor signs a written contract with us
e Their contract has the same (or stricter) data protection rules as this agreement
e We remainresponsible for what they do
If we want to use someone new:
o We'llgive you 30 days' notice
e You can objectif you have data protection concerns

e |fwe can'tresolve your concerns, you can end the affected part of the service without
penalty

Written contracts: All our sub-processors have signed data processing agreements with us
that meet UK GDPR requirements.

Here are the details of the main sub-processors and service providers; what they collect,
process and store, and a general explanation of why.

Infrastructure

Service provider Data collected or processed Purpose

Siteground e Contact details This is a web hosting provider. We use
. Use of the platform it to store the application.

Cloudflare e Access to the platform For operational performance and
. Device Details security purposes

M365 e Contact details To provide support and training.
e Technical information

Al Services

Service provider Data collected or processed Purpose

OpenAl e Al queries and responses Al query processing and response
° Usage data generation for SLT Al tools
e Technical data (session info)

Anthropic e Al queries and responses Al query processing and response
. Usage data generation for SLT Al tools
e Technical data (session info)

Google e Al queries and responses Al query processing and response
. Usage data generation for SLT Al tools
e Technical data (session info)

Mistral e Al queries and responses Al query processing and response
. Usage data generation for SLT Al tools
e Technical data (session info)

Analytics

Service provider Data collected or processed Purpose

Google Analytics . Device details Platform performance and Usage

Comms

Service provider Data collected or processed Purpose

Brevo e Contact details Communications and service
e Communication preferences messages

AlL Al providers (OpenAl, Anthropic, Google, Mistral) are accessed via paid APl agreements.
Under these agreements:

e None of the providers use APl data to train or improve their models
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e Providers retain prompt data temporarily for abuse monitoring purposes only: Anthropic
(7 days), OpenAl (30 days), Mistral (30 days), Google (55 days), after which it is
automatically deleted

o No human review of prompts takes place under standard APl usage

How we use cookies

We use cookies. Unless you adjust your browser settings to refuse them, we (and our sub-
processors) will issue cookies when you interact with SLT Al. These may be session cookies,
meaning they delete themselves when you leave SLT Al or ‘persistent’ cookies which do not
delete themselves and help us to recognise you when you return so we can provide you with a
tailored service.

How can | block cookies?

You can block cookies by activating a setting in your browser allowing you to refuse the setting
of cookies. You can also delete cookies through your browser settings. If you use your browser
to disable, reject, or block cookies (including essential cookies), certain parts of our platform
will not function fully. In some cases, our platform may not be available at all. Please note that
where sub-processors use cookies, itis also to enable the service to work correctly. This also
includes blocking cookies from other systems you want us to integrate with. We do not allow
third parties to set cookies.

Which specific cookies do we use?

Service provider Key cookies Purpose

SLTAI mwai_session_id This allows our Al chatbot to keep track of your
conversation within the session.

CookieYes cookieyes-consent CookieYes sets this cookie to remember users'
consent preferences so that their preferences
are respected on subsequent visits to this site. It
does not collect or store any personal
information about the site visitors.

SLTAI elementor This allows us to implement or change the
website's content in real-time.

SLT Al wpEmojiSettingsSupp | This helps determine if the user's browser can
orts display emojis properly.

SLT Al woocommerce_items | WooCommerce sets this cookie to record if
_in_cart there are any items in the WooCommerce

shopping cart.

SLTAI woocommerce_cart_ WooCommerce sets this cookie to
hash determine when cart contents/data changes.

SLTAI wp_woocommerce_s | WooCommerce sets this cookie to make a
ession_* unique code for each customer so that it knows

where to find the cart data in the database for
each one.
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Stripe m Stripe sets this cookie for fraud prevention
purposes. It identifies the device used to access
the website, allowing the website to be
formatted accordingly.

Stripe __stripe_mid Stripe sets this cookie to set a unique session
identifier to recognise users across sessions.

Stripe __stripe_sid Stripe sets this cookie to set a unique session
identifier for a single session.

Brevo sib_cuid Brevo sets this cookie to store unique visits.

Google Analytics | _ga_* Google Analytics sets this cookie to store and
count page views.

Google Analytics | _ga Google Analytics sets this cookie to calculate

visitor, session and campaign data and track
site usage for the site's analytics report. The
cookie stores information anonymously and
assigns a randomly generated number to
recognise unique visitors.




